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Abstract
Near field communications (NFC) is a technology that is currently being promoted as ready to provide
digital services that will create opportunities for innovation in the social and environmental context,
offering benefits and challenges which will have various impacts on current business models. This
promise of NFC is the object of this report. The variety of forms of NFC implementation can be
understood as differing manifestations of exchange regimes. Some of the most important exchanges
rest on monetary exchanges, some on access to customers, and some on trade in information that has
business utility and relations to personal privacy. Each of these differing forms of exchange implies
different business models, and each generates different privacy, identity and security concerns.
In the words of the Mastercard CEO (Banga, 2013): “…anything that goes beyond just payment to the
whole shopping experience, to the whole consumer experience; to the merchants' experience is an
important aspect in the upcoming transition that's going on between physical and digital…”1. This is
true for NFC: we look to NFC technology as one of those enabling this transition and reflect beyond
the implementation of business solutions and to try to understand the foundations for a sustainable
business environment and at the same time bringing some of the current issues inhibiting the adoption
of the technology: from privacy, identity, regulatory practices, user experiences and, potentially,
models for development of NFC transactions that do not require money transference.
This document is divided into nine sections and we have tried in each section to identify the most
relevant characteristics taking into account both the social and the economic aspects of the analysis.
This is not a complete overview of the academic and business literature in the area, yet our sociotechnical approach to understanding the NFC business ecosystem is novel and aims to address some
core questions still unanswered in a satisfactory manner and reflect on how some service provision
practices in the NFC ecosystem can help business to develop a sustainable and growing environment
for digital business.

1. Introduction
NFC is not a new technology. It has been around for more than fifteen years and although it is part of
the legacy of radio frequency identification technology [RFID], but has been carefully presented to
users, regulators and business communities so it can avoid the excess of regulation that nearly reduced
the use of RFID due to concerns of privacy and security (Working Party, 2010 and Jarvis, 2012). The
GSMA website (2013) defines NFC, as a wireless technology that can transmit data between two
devices within a few centimetres of each other. The GSMA states that using NFC one can transfer
information between a phone and other NFC devices, such as other phones, NFC tags or payment
terminals. NFC chips are now commonly embedded into SIM cards in mobile phones, enabling an
array of new digital services, such as:
a) Ticketing – replacing paper tickets on public transport systems
b) Payments – replacing cash and credit cards to purchase goods and services
c) Access control – replacing traditional keys, gaming, etc
d) Couponing – replacing vouchers and coupons. In each case, NFC can cut costs by replacing physical
receipts, tickets or plastic cards, while enhancing the consumer experience by providing greater
interactivity and convenience.
e) Advertising – using NFC tags that can be embedded in posters, billboards or next to products in
retail stores. These tags can provide additional information such as maps, video and URLs.
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Mr Banga quote is available at http://www.nfcworld.com/2013/08/05/325325/mastercard-ceo-nfcshould-be-seen-as-a-longer-term-effort/
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Although NFC seems to be a technology that could present considerable advantages if used in the areas
described, the starting costs for implementing readers of NFC cards and the slow take off of NFC
enable mobile devices have been blamed for the slow adoption of the technology (Chidembo, 2009;
Eze et al., 2008, Zwijewska and Lawrence, 2006). From a socio-technological point of view, certain
aspects of e-commerce and digital business ecosystems necessary for development of associated
business models are not well known by the business community or understood by users, adding to the
obstacles in the way of NFC achieving mass adoption (Corallo et al., 2007).
The implications of extended and intensive use of near field communications (NFC) are far reaching
for new business uses, for the delivery of public services such as transport, and for public policy
(Liebenau et al., 2011). This technology has a transformative effect on a large number of applications
and has stimulated innumerable innovative forms, but so far there has been insufficient insight
expressed in discussions about its impact and risks (Adnet, 2009 and Clark, 2011). In our recent
studies we assessed the character and use of technologies such as NFC so far, with a focus on what are
by far its most extensive applications in public transport (Liebenau et al., 2011 and Elaluf-Calderwood
et al., 2012). We use our evidence to structure a new understanding of the economic, business, legal
and policy aspects of its anticipated widespread growth, especially as embodied in mobile devices.
The rate and direction of the diffusion of NFC technologies and the very character of business
applications will be deeply affected by privacy, identity and security considerations (Downes, 200;
GSMA, 2011, Elaluf-Calderwood et al., 2012). Hundreds of millions of people are familiar with
payment and ticketing cards that use contactless techniques because of the expansion of public
transport payment systems such as those in Hong Kong, Tokyo and London since the late 1990s. Each
of the cities researched is currently operating—at different levels of development—some kind of NFC
implementation plan. While the potential utility of these technologies is clear, the business models that
are likely to succeed are going to rest on the extension of such systems. Herein we can see the forces
shaping the interactions between diverse technologies, the commercial applications that take hold, their
legal environment and the public policies that emerge.
Contactless card technology allows information to be exchanged, via radio signals, between two
enabled devices over short distances. To date it has most extensively been used for public transport
ticketing. It is increasingly being used on mobile phones with payment and other forms of exchange
such as loyalty schemes, check-in activities, and even games (Duverne, 2009 and Pellering et al.,
2009). Furthermore there are a number of new mobile devices that are been released in the market with
NFC enabling technologies with easy “touch and go” configuration 2.
The lack of insightful discussion of these far reaching effects brings significant risks. They include a
new level of intensity of the pressure to undermine (or alter) principles and practices of safeguarding
privacy (Solove, 2004; Zimmer, 2010 and Working Party, 2010). They raise concerns about the
special status of children and other unwary users whose privacy or intended spending practices might
be compromised. They also intensify the concern we might have about breaches of data security or
data loss, given the ability of NFC data to include location and time as well as payment data (Pee,
2011).
At part of our previous work on NFC3 sponsored by Nokia, we reviewed the regulations and policies
governing NFC in Europe and Asia and the incentives and barriers to the commercial development of
NFC. The use of NFC and its predecessor technologies in public transport ticketing schemes provided
case studies, which we analysed in depth (Liebenau et al., 2011). These include the Oyster card in
London, the Suica system in Japan, and Octopus payments in Hong Kong.
The rate and direction of the diffusion of near field communication (NFC) technologies and the very
character of business applications will be deeply affected by privacy considerations. While the
potential utility of these technologies is clear, the business models that are likely to succeed are going
2
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to rest on the extension of existing transport systems billing payments to other sectors (Ondrus, 2009;
Juuntunen, 2010; Clark, 2011). Herein we can see the shaping powers of the interactions among the
technology, the commercial applications that take hold, their legal environment and the public policies
that emerge (Tobbin, 2011).

Key research questions and analysis components
In this short paper we address three major questions that allow us to investigate the impact and
limitations of evidence available from both the academic and industry sectors.
•

What business models are emerging?

•

How can firms manage data produced by users, while satisfying the demand for application
data?

•

What are the key considerations in developing regulation for this space?

Our research method comprises a three layer model: first defining the research area as the scope where
users – but also citizens, to understand better the implications for privacy – are using or have signed a
willingness to use NFC. The second layer is to look at the defining coordination concepts of the
technology; for this purpose we have analyzed in depth many areas of literature and identified three
major lenses for analysis: control over user data, sphere of control and models of usage, and finally the
research questions above. These lenses help to frame the potential of the technology in areas that can
create overlaps or conflict: business models, regulation and the technology itself. See figure 1.
Our research perspective focuses on three aspects of NFC that are related to the evolution and
sustainability of emergent business models. We address the four interrelated components of NFC
within this digital business ecosystem:
•

The business models for implementing NFC and their economic foundations.

•

The differences among the architecture and technologies.

•

The regulatory regimes affecting both transport operations and consumer rights.

•

The arising privacy challenges.

The business model opportunities provided by NFC are central to our study and we focus on the
interactions among the technology, regulations, and privacy. See figure 2 as a high order diagram of
how these have been conceptualized for the analysis.

5

Figure 1: NFC digital business ecosystems as socio-technical research

Figure 2: Key Components of the Analysis
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Taking into account this process the following sections will look at the different components of the
model, leading to an analytical discussion on how to create the foundations for developing a
sustainable business ecosystem for NFC.

2. Background for NFC Adoption
NFC is a technology that traces its technical heritage to early RFID applications on a large scale to
public transport in the late 1990s (Chan, 2009 and Octopus, 2010). It lends itself to various business
models that integrate the social, legal and practical features of its functionality. Since 2004 when the
industry body, the NFC Forum, was founded, it has attracted a great deal of investment focused on
applications for business areas beyond public transport. Although there has been a spate of tentative
business models for mass applications, there is still a confusion of regulatory, legal and policy
responses to the use of the technology.
Additionally, transactions that involve the sharing of information require us to consider security
implications, whilst those that involve personal information require us to consider privacy implications.
In turn, when we are considering transactions such as payments, both privacy and security play
essential roles and complement each other. In these ways the expansion of mobile payments has
significant effects upon privacy for users and the sharing of data. These effects in turn have a strong
impact upon the creation of new business models (Khianarong and Liebenau, 2009). Since the late
1990s the expansion of RFID and NFC cards used for public transport payments have made many
ordinary members of the general public familiar with the use of these technologies. However,
familiarity with a technology does not mean that the privacy and security issues have been resolved
adequately (Shire, 2010).
For example, the privacy regulations applied to electronic ticketing operations, in principle, fall under
national data protection laws (Mezghani, 2008). It has become fashionable to complain that these
regulations are always behind innovation, but this has always been the case. This criticism could be
applied to data protection law; though data protection law embodies a set of principles about how
personal information is to be governed and processed, and strives to be technology-neutral. What tends
to be lacking is adequate awareness amongst regulators until they are called into action, if action is
even within their remit. Despite some unique regulatory problems, NFC does not necessarily pose
many radically new conditions (HM Treasury, 2010). We can comprehend the privacy risks and
opportunities based on prior experience in other domains (Solove, 2004).
A major complication is that users rarely seek legal or regulatory remedies for perceived privacy
infringements arising from new technologies. In turn, courts and regulators tend to be unaware of how
new technologies function and understandably base their judgments on established precedents that
often refer to technologies that no longer bear close resemblance to those in current use. It may take
years, and sometimes decades to formulate adequate legal responses to privacy cases. Users of new
technologies need new abilities to comprehend their threats, just as the providers of new technologies
need new methods to promote confidence in their techniques. The combination of that comprehension
and the techniques and services that businesses and public bodies offer will be a determining factor in
the character and rate of the diffusion of NFC (Clark, 2011).
The maturity of the NFC technology and its embedding in mobile phones raises new opportunities for
contactless payments. At the same time the creation of virtual wallets containing not only transport
cards but also any other type of card, from credit cards to identity cards, loyalty cards, and bonus cards,
etc. has stimulated the formation of many new business models. One implication of this technology is
the pervasiveness of data collection about contactless payments. Data usually include at least the
location and volume of transactions, as well as time and date. Many users do not sufficiently
understand or have a full appreciation of what data are collected, where they are held and how they
might be used in the future. Although there is a comprehensive legal framework aimed to protect the
privacy of individuals, with some international variations, the application of this technology gives rise
to new challenges and the legal ramifications are not yet well understood (Ondrus and Lyyntinen,
2011). These have contributed to an industry-wide sense of uncertainty about the future of the
technology.
The resulting period of instability is likely to continue for a bit longer, during which time a common
list of risks/problems/challenges will continue to arise. These include strategies (and also tactics)
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associated with business models to introduce mass applications of NFC and contractual agreements
associated with the distribution of the risks and rewards between the parties involved.
Additionally, we have identified a number of factors or sectors where it is important for the NFC
ecosystem to build trust (Das and Teng, 2004) in order to achieve sustainability for business models.

E-Commerce
The wider implication of NFC is as an enabler for e-commerce, supporting the digital provision and
processing of goods and services. Many applications of NFC focus on enabling person-to –person
digital communication (P2P), e.g. paying for semi-professional services such as a plumber, or personto-business interactions (P2B), e.g. travel payments. The main concern from the angle of e-commerce
is that there is already a body of regulations in place that define the permissible level of data sharing
and require an assessment of how NFC can be deployed without violating data protection regulations.
At present, many of the users of NFC relate to the experience of paying for services to infrastructure
related services such as transport, and it can be assumed that some applications of NFC in the future
will require a way to establish terms and conditions between partners to ensure that data will not be
shared with third parties external to agreements (Broex and De Vulder, 2008; OECD, 2011);
additionally, it will be necessary to establish a means of generating traceable records to deal with any
breaches of the data sharing agreements. There is also a shift in the provision of services from webbased enrolment to mobile-based usage that requires assurances for both user/consumer and provider of
services that there will be payment and exchange for services or goods in a reliable manner.

Digital Business Ecosystems
If NFC actors are to be able to build a sustainable business model, one major pre-requisite is a solid
trust relationship. Trust within ecosystems is described as the willingness of a party to be vulnerable to
the actions of another party based on the expectations that the other party will perform a particular
action important to the trustee, irrespective of the ability to monitor or control that other party. (Mayer
et al., 1995)
A digital ecosystem includes a platform that serves as a core on which others can build modules that
are designed to extend the service possibilities of the platform. It also includes various social actors
who build the platform and various modules and a regulatory regime including standards that bind
these heterogeneous actors together. In this context, control and trust are major components when
trying to understand the character interaction among the many actors concerned (Tiwana et al. 2010).
There are a number of obstacles in the way of the development of a healthy digital business ecosystem:
these are in the first instance a consistent trust in business activities at all stages of transactions, second
trust in knowledge able to support the requirements of the ecosystem, and finally a clear categorization
of regulatory issues affecting the ecosystem.
Regulatory issues emerging in digital business ecosystems are divided into three main areas (Tsatsou et
al. 2009):
•

Privacy and consumer protection: jurisdiction, standards, third-party countries, reputation,
compliance to data protection, unauthorised disclosure, traceability or record keeping

•

E-signatures and authentication: Authentication, invoicing and payments systems, certification
authorities, validity of contracts, encryption technologies, electronic storage, notification when
using e-invoices, compatibility of payment systems

•

Jurisdiction and consumer protection: status of information on terms and conditions of
contracts, cross-border online contracting, legal recognition of electronic contracts, legal
validity of B2B contracts, jurisdiction, information requirements for online contracts,
verification of orders, notification of receipt, SME education and awareness, dispute
resolution.

NFC’s ephemerality and the “on the go” nature of transactions raises questions about the validity and
length of the data to be held to validate a transaction, requiring evaluation in three areas: business
cases, services and consistency of the digital business ecosystem. Through this approach we develop
contributions to measure NFC implementation and adoption using traditional business parameters.
8

3. Emergent socio-technical views
NFC can be explained by taking a socio-technical approach to the complexity of the problems that it
presents. This is particularly true for the challenges presented by the concepts of privacy and trust as
part of trade values or reputation systems at the core of some of the new innovative services emerging
for this technology. In particular the socio-technical view helps in gaining an understanding of the
most suitable models for the development of the NFC ecosystem, to determine the limits for regulatory
frameworks depending upon the choice of application and technologies, and to decide whether
regulation or self-regulation is more suitable for the sustainability of the business environment.
The global nature of the implementation of NFC payment systems or use of NFC technology standards
for recording transactions requires a constant monitoring of the current status of regulation in different
global regions. Many businesses are obliged to offer the highest standard of privacy and security for a
service in order to avoid falling foul of local regulation (Commission of the European Communities,
2009; European Payments Council, 2010 and 2011).

Convergence
Under this socio-technical view, NFC cannot be seen as a standalone technology but as part of a more
complex network of technologies providing convergence of digital services (Herzhoff et al., 2010).
Convergence is a term with many meanings, however digital convergence is the main focus of the
emergence of new services and NFC belongs to this category. The convergence in VoIP, network
sharing, m-health, social TV, social networking, and user expectations that all these digital services
will work all the time with acceptable quality of services (QoS) and be able to shift between free
services and paid services brings opportunities for the use of mobile devices as transaction enablers for
m-payments (Dalhberg et al., 2006; Bertele et al., 2011; Mobey 2010 and NFC Insight, 2012).
Convergence raises issues in determining what functions users will be able to perform with NFC, how
and when.

Privacy and Trust
Increasingly, every transaction a user makes, overtly or not, generates data. Even as concerns about
privacy increase amongst consumers, most are unaware of how every action they take generates
particular kinds of transactional information (Eze et al., 2008; Polasik et al., 2009; Ondrus and Pigenur,
2009). Despite this, users are keen to have more extensive services and equally demand that they
remain in control over how the consequent data are processed. With NFC, this seemingly contradictory
situation is likely to grow even more complicated as new services and the emergence of concerns over
abuse develop in tandem. If the risks of privacy abuse are not properly assessed at an early stage, NFC
may suffer from the same levels of criticism that have damaged confidence in other commercial
technologies such as RFID. The challenges to ideas of privacy and trust are diverse: it is different when
looking at concerns, rights and risks associated with these words and when examining the actual limits
of the law (Liebenau et al., 2011). In many ways the effectiveness of regulation as a way to determine
boundaries, depending upon the choice of application and technologies, is limited as far as regulators
move slowly to address those concerns.

Emerging privacy issues
The confidence that is needed to ensure the business success of NFC will come from credible business
models that take advantage of the possible combinations of components from separate industries into a
new structure of interrelated businesses. Those new business models are characterised by
interdependencies that presuppose considerable cooperation on both technical features and revenue
streams. The first order of investigation that we performed was to contrast the main business models
that currently exist. We did this through an analysis of all the key stakeholders in NFC relevant
ecosystems, demonstrating stark differences. This highlighted the relevance of how NFC is adapted to
the local context (e.g. the use of the Oyster card in the UK is different from the use of the Octopus card
in Hong Kong), the regulatory frameworks bounding the creation of services and how the
implementation of privacy and identity polices as part of trade values and reputation systems acquire
great significance when trying to understand the NFC digital business ecosystem.
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Modes of privacy
In the particular case of NFC the discussion of how to ensure control and understanding on the many
modes of privacy (Solove 2007b), have focused on three aspects for NFC service enablement, and
these are
•

Personalization or customization: this is understood as an opportunity for users to use
embedded settings in a mobile phone to define user preferences;

•

Passive context awareness: this is understood as the ability to request the user’s permission to
execute an action where there is an updated context (e.g. location or payment status). The user
is able to choose what action the application or service should execute (if at all)

•

Active context awareness: this is understood as a context where applications based on
contextual data change their status autonomously with or without a defined policy.

None of the NFC services that have been enabled and deployed clearly present how user privacy is
enabled. The early innovators of this technology, such as Nokia, adopted by default ‘active context
awareness settings’ (Nokia, 2007). However, recent mobile operative systems such as Android do not
clearly state in which mode NFC services are enabled and how users can change settings or modify
those to their own preferences.

4. NFC enables mobile payments
NFC technology enables a range of monetary and non-monetary transactions. Embedding electronic
wallets on mobile phones (or smart cards) transforms them into multifunctional devices that can
execute contactless payment transactions, serve as a store of information and value, house
authentication or identification credentials, and exchange data with similarly enabled devices.
Mobile payments represent a digital platform technology that enables the creation of new and
innovative applications limited only by the creativity of organizations seeking to use them. Most of the
NFC services emerging combine features that are on the boundaries of mobile payments and location
services. Such a situation raises major regulatory questions as to how to consider mobile payments with
NFC; some are of the opinion that it ought to be under the total control of the financial services
authorities, whilst others believe that it should be left to self-regulation.
It is clear that the importance of digital and mobile payment systems is only going to rise. There has
been a massive increase since 2004 in the number of transactions, with recent estimates of around 13
billion transactions by 2013 (Juniper, 2009). This mass market makes it viable to enable mobile
financial services including contactless mobile payments, peer-to-peer mobile payments, and mobile
banking, mobile shopping and mobile-facilitated purchases of digital content, data, or services (Wilcox,
2011d). A major contribution to attract such service creation and increased adoption has come from the
NFC Forum (manufacturers and operators), the GSMA, and other industry groups.
In figure 3 we show some examples of the type of NFC services, devices and cards currently available.
In the top left corner is an example on how NFC is used in buses in Japan, at the top centre is an
example of the ov-chipkaard currently in use in Holland for public transport; at the top right are Korean
mobile devices with NFC embedded in software but which are also provided with a hardware slot to
input a second NFC card to make multiple payments; at the bottom right is an application of NFC to
control rental cars, where a person hiring vehicles in Germany is given an NFC fob which allows
payment for petrol, opens the car and also acts as a unique identifier; at the bottom left is an example of
the multiple devices that can be used to make mobile payments in London, from traditional credit card
readers, to contactless and NFC readers.
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Figure 3: Examples of NFC cards and devices (Author’s own photographs)

Electronic Wallets and NFC applications
From the multiple applications of NFC the one that has attracted a disproportionate amount of attention
from the mobile industry and also consumers is the idea of NFC as an electronic wallet enabler.
Electronic wallets have the potential to replace a litany of artefacts of analogue life that consumers
carry in their wallet to exchange money or information—credit cards, loyalty cards, transit cards, ID
cards, keys, key fobs, tickets, passes, etc.—with a single device (Jefferson, 2009).
For example NFC use brings together ticketing and payment for transport systems and may result in
conflicting privacy and safety demands from consumers. As with banking, consumers may become
more interested in gaining access to transactional logs to see how funds have been expended. Credit
cards and bank account logs are familiar to individuals and so enhanced transparency may be required
as NFC applications move beyond just transport. A core purpose of data retention and analysis has
been to improve transportation systems’ efficiency by tracking individual movements. Tracking those
movements yields information that is also of great utility to many businesses and especially advertisers.
However, the implied contract we enter into with public services providers cannot be assumed to apply
to everybody else who might later become a stakeholder in the wide array of places and activities that
we take our mobile phones along to.
One serious concern on NFC electronic wallets is how the technology is enabled for individual
protection. There are identity management characteristics that will lead to setting up different business
processes, so it is possible at all times to ensure the protection of the privacy and security of users of
those services (Smartcard, 2009; Beynon-Davies, 2011 and Virgo, 2011), however some law
enforcement and minimum requirements are needed. Regulatory practices - as we will see in the next
section - are regarded as the main source of enforcement of such protection rules.

5. Regulation
As NFC expands to mobile devices, new opportunities arise. Mobile phones have interfaces that may
permit individuals to keep track of transactions to ensure that there has been no abuse or fraudulent
activity. Users may become more aware of how much information is collected because they can see
11

the audit logs, and perhaps see exactly what information is being disclosed and how it is being
processed. Equally, however, the expansion to mobile devices can increase the risks as new
stakeholders join in the processing of personal information. Unless regulated by agreements,
technology, and possibly law, banks and mobile phone network providers, or even handset and
applications developers may gain access to travel histories and track individuals’ movements. Using
these services may generate new kinds of personal information, providing organisations with new ways
to profile individuals, while making governance of the information systems more difficult.
The shift from contactless cards towards NFC payment systems is occurring at a time when consumers
are being given new and stronger privacy rights. Privacy laws are proliferating as more countries
introduce data protection laws that govern the use of personal information by both the public and
private sectors. Constitutions and human rights protections provide the foundations for these laws to
ensure that individuals are not recognized merely as consumers, but also as citizens. In some
jurisdictions, such as within the European Union where the Council of Europe’s European Convention
on Human Rights and the European Union Directive on Data Protection both apply, consumers are
endowed with fundamental rights that protect them from surveillance by both public and private actors.
The task then becomes one of finding ways to ensure that new implementations of systems and services
are compatible with privacy rights. This resolution is not necessarily easy and settlements are not
uncontested. Just as the online behavioural tracking industry has clashed with privacy regulators
around the world about whether their tracking of internet users comply with privacy laws, we are now
seeing conflicts emerging about privacy and mobile devices (OECD, 2011). For instance, when news
emerged of some mobile devices collecting location data, this gave rise to a variety of actions including
a U.S. congressional hearing, regulatory queries and assessment (in Canada and Europe), and even
court action (in California and South Korea).
NFC has yet to encounter this level of scrutiny, possibly because very little is commonly known about
how information is shared among services and providers (GSMA, 2013). The current conventional
wisdom is that firms that do not turn their attention to privacy needs will alienate customers (Clark,
2005; Dalhberg et al., 2006). How this applies to NFC remains to be seen particularly as
implementations move beyond transport systems. The unique character of transport systems as critical
public services limits discussions about choice (opt-in and opt-out, for instance), but as NFC
proliferates into more consumer-oriented domains, companies may be obliged to earn the trust of
consumers through greater protections.
The long-term trends in corporate information security, which could be extended to corporations
serving users on the mobile Internet, can be described as rising risks of data breaches and changes in
boundaries. Reputational risk arises from breaches; reports of breaches of personal data are
compulsory in several jurisdictions, with the result that businesses are becoming acutely aware of those
risks. High profile malicious hacks have brought negative attention to companies that have since acted
to enhance protections. Simultaneously, changing boundaries and duty of care arise; users engage with
a wide array of mobile services and have levels of security far below those applied within financial
institutions or telecom carriers. As mobile services extend into commerce and payments then all
stakeholders will have significantly to increase their levels of security.
Security breaches involving customer data imply privacy breaches with potential implications for
corporate profitability. An analyst from the European Network and Information Security Agency
concludes that under privacy law, failure to implement security measures might result in damages for
breach of contractual obligations (e.g. negligence or breach of a fiduciary relationship). The increasing
statutory obligations that have been introduced through laws on banking, data protection and healthcare
are an additional source of security requirements. Security has become an issue of concern for
shareholders and management that affects the positioning towards corporate liability. (Mitrakas, 2006)
As applications converge, the problem arises as to if, when, where, how and why identifiers are used:
which services and providers will have access to which identifiers, and how can protections and
safeguards be designed into the technologies? The use of unique identifiers has long caused
consternation in public policy debates, and more recently in controversies over how mobile phones and
operating systems use and share identifiers with applications and third parties. Unless properly
considered and designed accordingly, NFC can combine and amplify these perceived concerns as
individuals can be identified uniquely as they conduct their daily lives in an unprecedented manner.
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While privacy awareness is at an all-time high, we see an increasing diversity of privacy
understandings occurring as technological capabilities widen. As many companies have experienced,
different user groups respond differently to user education, empowerment initiatives and control
settings, user interfaces, and privacy policies. The deployment of ubiquitous services and products
enabled by NFC, particularly when applied to vast infrastructures such as transportation, would have to
cater simultaneously to all these user groups and populations.
Stakeholders cannot focus only on risks and threats. That is, we cannot become overly concerned by
the need to mitigate risk and worry about when the privacy axe will fall on a poorly prepared
stakeholder. Indeed, there are great opportunities in this domain where users can be empowered
through advanced techniques to maintain their privacy in new ways. Just as the OECD noted with its
work on identity management, while there are opportunities for the better use of resources,
overcoming barriers to growth and fostering innovation, facilitating global services, improving user
convenience, the OECD also noted that when properly designed and implemented, security and privacy
can be enhanced as new methods and techniques emerge. These opportunities should be identified and
these services and products must be amongst the first deployed so that users can see how they meet
their own interests and not merely the needs of the service providers, application developers, or thirdparty aggregators.
At EU and UK level the extent of privacy regulation has, in the case of NFC, been driven by German
and Dutch legislators, and the common trend is to look to a harmonization or arbitrage of the many
flavours of NFC jurisdiction in terms of possible regulatory overlaps or gaps (European Payments
Council and GSMA Association, 2010 and NFC insight, 2012). So far the focus of regulation has been
to identify the legal boundaries of the medium of payment (e.g. online vs. mobile devices); the type of
payment organization involved (e.g. financial or non-financial); the nature of the problem (e.g. nondelivery, late delivery, non- conformity, processed billing errors, deceptive practices such as
misrepresentation and non-authorized); and the nature of the transaction (e.g. P2P vs. B2C).
Below we have listed a number of recent regulatory developments that reflect the views described
above. This is not a fully comprehensive list but gives a good sample overview of how the interaction
between the regulators and the ecosystem is being steered.

Regulatory Developments
•

US July 20101 Dodd-Frank Wall Street Reform and Consumer Protection Act (Durbin
Agreement) EU

•

Directive 2007/64/EC on Payment Services in the Internal Market (PSD)

•

Directive 2009/110/EC on Electronic Money (E-money Directive)

•

Directive EC/2000/31 on E-commerce

•

Proposal for an EC Directive on Consumer Rights (to be approved)

Industry-led initiatives
•

SEPA (Single Euro payments area – in Euros), E-SEPA and Mobile SEPA

•

Trust marks schemes – enhancing consumer confidence (Bockish et al., 2010)

•

Consumer information about the payment process (OECD, OFT)

•

Korea 2007 Electronic Financial Transactions Act (EFTA)

•

Consumer control and dispute resolution proposed by the Working Party (2010)

6. Privacy, accountability, consumer behaviour:
alternative perspectives
The current approach to choosing between “opt in” and “opt out” as an act of consent is inadequate for
NFC applications (Liebenau et al., 2011). Although consent is an important part of the perception of
13

having control over one’s privacy, users cannot adequately assess how effective and at what point the
individual knows when there is a default opt in or opt out.
NFC and its use on various platforms, most notably mobile phones, has great potential for involving
and informing the user in ways that are currently impossible with the simple contactless card
implementations. It is therefore necessary to devise ways to inform users about the manner in which
their information is used that is clear and unobtrusive, and in turn to ensure that information is only
processed accordingly. There are a number of clear voices driving the debate on how NFC services
ought to be implemented, and we have listed a number of those below:
•

Campaigners: seek to ensure amenable technology

•

Industry: claim that privacy advocates stagnate innovation

•

Libertarians: strive to maximize transparency

•

Lawyers: express concern for details about compliance issues

•

Regulators: seek to reconcile national priorities and deal with international inconsistency

•

Journalists: focus on controversy

Throughout, the individual as citizen or consumer is often quite unaware of the implications but
reserves the right to become angry and annoyed when any of the above sufficiently motivate them, or
steal their 'voice' to advance their own interests. Individuals are often fearful of innovation, sometimes
fascinated, but usually accepting with resignation.
We foresee that there are ways to overcome the limitations of this consumer control problem to
accommodate other stakeholders in the NFC business environment. An effective measure will be to
create mechanisms for quick assessment for each new service that is provided for NFC with regards to
the practical aspects of implementation, e.g. data retention, location, and distribution. This can be used
as a “fact sheet” by industry and regulators to provide a comprehensive understanding to consumers.
This sort of “fact sheet” might be analogous to the way McDonalds provides a calorie count to people
buying burgers.
All of this points to the need to review the roles of the actors in the ecosystem. We list these in two
sections below: the areas for action and the areas of conflict to be resolved.

The Areas for Action
In the current status of NFC adoption the role of national governments is very important. This is in part
due to the nature of the early adopters of NFC technology. Since national governments are major or
principal stakeholders in establishing for example the requirements for mass public transport funding to
deploy open loop outside network payment systems; they might provide for pilot programmes
deploying NFC infrastructure in public venues, or create and develop frameworks to ensure senior
government leaders highlight the benefits of contactless mobile payments. Governments might also
deploy contactless payments infrastructure, including NFC-enabled electronic wallet phones and NFCenabled post office readers throughout government agencies and act as the driving force to articulate
clear consumer protections for mobile payments. Additionally they are seen as the body responsible for
providing guidelines to address legitimate security and privacy concerns, but recognize that mobile
wallets are likely to be more secure than physical wallets. Governments also determine the types of
NFC validations that will require specific user protection assurances and act as enforcers by providing
generic and specific guidelines for this technology.

Areas of conflict
The many actors listed above are likely to claim the need for detailed regulation. However,
governments are inclined to resist the urge to regulate RFID technologies, including near field
communication in too much detail, since this will be a deterrent to innovation. Instead they seek a role
encouraging competition rather than favouring the entrenched interests of any group. Also there is a
need to actively work with international NFC standards setting bodies and organizations working on
research and the implementation of those standards.
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7. NFC expansion to other economic sectors
Now that mobile phone manufacturers are mass-producing a wide range of NFC enabled phones, we
are likely to see the introduction of even more stakeholders and new business models. Three aspects of
the marketplace allow us to identify differences in emerging business models. We identify these as
regulation, innovation, and privacy.
Regulation: Institutional influence on stakeholders and technology exist in at least three forms:
commercial platforms (competition), industry standards (standardization), and direct regulatory
intervention (legislation). Taking the domain of NFC for transport as an example, we have seen how
card technology manufacturers influence usage experiences and data collection methods. Mobile phone
manufacturers and software vendors also facilitate development of interfaces for NFC usage.
Technology and business innovation tend to precede the regulator and industry standardization forums.
Forum and industry standard activities have been slower to establish commercial critical mass for their
specifications as they have been focusing on so-called “secure parts” either in phone SIM cards or in
the hardware of mobile devices.
Innovation: Proprietary platforms are often developed by one firm which can be radical and disruptive
to established business models. Industry standardization efforts are slower and tend to favour
incremental innovation of current services taking all stakeholders in the forum into account. The rapid
rollout of some proprietary solutions demonstrates the potential speed of innovation in contrast to the
effort to establish a widespread industry standard, a process in which each stakeholder vies for
dominance. New platforms, potentially disruptive compared to existing standards, create opportunities
for firms to choose the new technology or wait for emerging consensus around industry standards. In
the NFC business system, some secure part manufacturers have strived towards creating control points
around their own technology whereas others have developed NFC platforms related to their own
operating system by themselves, benefitting from lower coordination costs.
Privacy control: It is possible to innovate on privacy with the careful handling of a diversity of
identifiers; preferences are variously determined by economic, control or governance issues.
Competing models could allow users to choose what information is disclosed and how it is used, but no
dominant designs have emerged so far. Authentication could be performed on devices, the SIM card, or
in the network. A “secure part” solution is attractive to banks and financial services because it appears
to be compatible with familiar banking practices. A disruptive player may provide both open and
closed NFC services, allowing a diverse system with multiple relationships of security to coexist (Clark
2011). Such a solution might be attractive to those who would use NFC mainly for uses that require
low security such as most games or checking-in and queuing as opposed to payments or access to
private places and data. It is also possible to enable transactions where no personal information is
shared and policies and technologies are designed so that no transactional information is generated.
Any claim that information is not shared would have to be auditable through technological, expert, and
regulatory review.
The case for open devices is supported by the strength of having a set of multiple mobile platform
access points with potentially one protocol for exchanging communication and a relative simple and
direct way to enhance and implement levels of security. Furthermore, the lack of a strong link to bank
accounts makes it accessible by consumers who otherwise would have been excluded from using
certain services (e.g. there is no age limit in NFC applications in the Rovio game “Angry Birds”,
allowing the purchase of units of trade, in contrast to the restrictions applied to holding credit cards or
opening bank accounts). The case for secure devices, strongly backed by the chip manufacturing
industry, relies on a foundation for the development of customization by mobile platform and type of
service, traceable and identifiable links to a unique user identity which will be verified on each
transaction, and the provision of hardware or software embedded encryption and authentication
mechanisms. The mass transit industry in many countries has been at the vanguard of pioneering
contactless payment systems and driving early adoption of mobile payments through a critical mass of
users. Sales and distribution channels are changing from conventional ticket office to self-service
machines, on vehicle, Internet, print-at-home, mobile, 2D bar codes and NFC.
In some applications there is a migration from bespoke ticketing technology to “media neutral”
payment applications (e.g. bank card, mobile payment, credit card). This is partly driven by the desire
to embrace the payments industry – due to security and privacy issues and regulatory compliance – and
not just by the need to use bespoke transit solutions. In London the identification of problems related to
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the system is complicated by the lack of standardization, and the lack of a clear driver for expansion,
mainly a stronger relationship between Transport for London and associated vendors and operators.
The Hong Kong Octopus experience is different, driven by a goal of maximum interoperability beyond
contactless payments, including open deals with applications and services providers, and operators; the
number of stakeholders involved has not been a deterrent to the expansion of the card (Ma et al., 2008).
Octopus expansion drivers have carefully kept control over the tussles between the demands of
consumers and the supply of services, and have successfully managed to provide a good balance
between the perceived added consumer value: fast passage through gates, ability to buy and top-up
tickets in advance, to view balances, manage tickets via handset or similar mobile devices, and develop
Octopus as a main cash replacement. Octopus is also able actively to use its stakeholder status with the
regulating authority to block the entrance of EMV/credit card providers to compete with a combined
Octopus and credit card. So there is a conflict of interest when a public authority (MTR/Octopus
International) is regulating its potential partners; it challenges the basic principles of an efficient
network market (Economides, 2003).
In Japan there is a well-established regime of “exchanges” that account for the values of location-based
services, social networking, loyalty data, etc. For example, Sony’s Edy enables users to cash in loyalty
points from contactless tickets (such as Japan Railways (JR) tickets, ANA flight tickets and
McDonalds coupons) directly into electronic money through an “exchange rate” offered by the service
provider. Customers can buy JR tickets and get 2% cash back when they buy business tickets and 1%
cash back on economy tickets. JR compensates Sony and Edy in a separate transaction when users cash
in their JR loyalty points as electronic cash in convenience stores at tens of thousands of service points
across Japan.
In general NFC, together with associated technologies, is transforming the use of mobile phones, by
integrating those devices with their local environment and making the phone a pivot between local and
remote environments. The adoption and rejection of the technology will depend on developing a digital
economy around m-payments, reconsidering NFC shortcomings and strengths and moving the usage
from the transport services to retail and other dynamic value chains.

8. Business Models in NFC
The many services implemented with NFC can be grouped under a certain number of business models
when taking the configuration and usability factors into account.
•

User configuration (in local device, enable by user e.g. Android, etc)

•

Operator configuration (e.g. native NFC in Windows Mobile)

•

Broker platform (e.g. Apple)

•

Third party configuration (e.g. Oyster)

This group takes into consideration the strategic advantage of reach and availability of devices and
services in real terms – potentially every handset in the world will be NFC enabled – also the variety of
use modes fulfilling service profiles for users, from ticketing, to pairing services, or discovery. Other
factors contributing to adoption are ease of use, security, infrastructure compatibility and value added
services. There are issues for new players in the ecosystem surrounding introduction costs and how to
provide data protection4.
The emergent revenue models in NFC are very much open to interpretation and strategy has moved
away from conventional approaches to revenue. NFC brings the opportunity for the development of
innovative applications using eclectic advertisement strategies: e.g. brands built up via social
4

An example if this case by “Best Buy” a chain that feared high NFC costs for setting up and
associated risks from shared data http://nfctimes.com/news/best-buy-fears-high-costs-andcompromised-data-move-nfc wallets?utm_source=NFC+Times+Launch+Notification&utm_campaign=da1661e203Site_Launch_Notification_February_11_20102_11_2010&utm_medium=email
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networking, making use of the gift economy for exchanging tokens5, or by temporal service provision
of local currencies that are contextually valuable and exchangeable6.
Some examples of industries of services that are emerging in recent years using NFC are listed below:
•

Non-payment mobile applications in the retail environment: The Coffee Mob
(http://www.thecoffeemob.co.uk)

•

Location Based Marketing – the future of advertising: Touché (http://www.touche-nfc.com)

•

Loyalty and value added services: Proxama (http://www.proxama.com)

•

In-store NFC-based solutions around tablets, and bringing on-line and off-line together:
Cloudtags (http://www.cloudtags.com)

•

The usage of NFC in an enterprise environment: ToughShield Devices (http://www.toughshield.com)

•

Developments in dynamic NFC tags: Dot Origin (http://www.dotorigin.com)

•

Adding value to the mobile wallet: MoLo Rewards (http://uk.molorewards.com)

The milestones for the NFC Future
As seen in this document, the four milestones for a sustainable NFC future in terms of business models
are the adequate provision for the protection of users and services when using location based services,
payment, identity and privacy. Privacy respect does not end with mere legal compliance. Rather, NFC
systems designers must address how abuse is limited, how consent and control of the user are
implemented, disclosure is minimised, and how only relevant parties are granted access to the
information. This must all take place while also considering how individuals are interacting with the
system.
The “laws of identity” developed by Kim Cameron provide a useful framework for analyzing how
these decisions may be designed into technologies and services (Solave, 2007). Cameron’s identity
framework is built from a concern that identity used to be the preserve of few players, often monopoly
services, which in most cases were government. The changing business environment meant that more
stakeholders were getting involved, and the “laws of identity” establish some of the basic rules these
participants must consider in order to protect the individual. Rather than establishing a single ideal
technique, these “laws” are an understanding of the “meta-system” that provides many of the benefits
sought by each stakeholder while protecting the rights of the individual citizen and consumer. An
example of this meta-system is an NFC enabled wallet with a number of cards, or even a wallet of
wallets.
Services using NFC capability on a device having a collective user interface (or access) to the various
services on the secure element may then be assessed under these rules with regards to the protection of
privacy. The capability would be used to reveal personal information only with evident consent and
disclosed for limited uses that are transparently communicated to the individual. This requires that the
wallet must manage identifiers in such ways that even the wallet provider itself may only collect
transactional information, and that only if it is necessary. Following on from this, information that is
disclosed should be directed at that service, e.g. the credit payment transaction involves a credit card
number, the loyalty scheme has a separate unique identifier, the transport network receives another
separate identifier, and there is no need unnecessarily to share identifiers without the individual’s
consent. Ultimately, the integrity of the entire wallet relies on the technology being able to do these
things. It must sustain directed identifiers, it must accommodate multiple stakeholders securing the

5

Rovio’s game Angry birds allows users to unlock levels using NFC:
http://gigaom.com/2011/04/19/angry-birds-helps-nfc-take-flight/

6

Implementation of local currency in Valencia, Spain:
http://www.nfcworld.com/2013/09/30/326083/small-businesses-introduce-local-nfc-currency-valencia/
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transactions from the technology to the individual user through directed transactions, it should ensure
limited disclosures for limited uses, and it should promote user awareness and involvement.
The other side of the coin is the challenges and opportunities for innovation arising from design
practices in NFC. Among the design decisions for NFC are those related to data characteristics,
security, transmission protocols and usage settings, and all of these have privacy implications. Basic
design of data capacity and formatting can be designed deliberately to accommodate certain kinds of
data mining practices. Security design choices include capabilities for trusted versus non-trusted
functionalities. Protocols designed in address various forms of calibration that affect, among other
things, speed and proximity capabilities. Usage settings determine how the mechanism might be used
as a reader, a writer, or both a reader-writer.
Design decisions for secure elements currently commonly proceeds without reference to the power
relations as expressed by control, consent and accountability. Better practices will only emerge after
procedures are in place to accommodate the input from the analysis of user experiences with regard to
privacy. The resulting design improvements will both increase the likelihood of success in
commercialization and the acceptability of NFC to users.
The role of the trusted service managers is critical. Mastercard has been running a scheme with
Gemalto for this role. Similarly, Ericsson has enabled the same strategy with mobile operators.
Gemalto has defined their role very narrowly, based on GSMA guidelines. The specification for the
role was defined in 2009 by the Global Platform White Paper (Global Platform, 2009), which presented
some workable recommendations of designs in relation to trusted services managers.
Although NFC is not a traditional type of innovation, we see a consensus emerging on ways to tackle
privacy concerns. Consideration of privacy at the design of the technologies and services is necessary
in order to avoid potential regulatory pitfalls. Investments in NFC may be poorly-placed unless the
possibility of a regulatory backlash is considered within the risk mitigation strategies at the earliest
stages. There are analogies with internet business models that have provoked regulators many years
after heavy investments were made. Most manufacturers of NFC chips, along with the NFC Forum,
have tried to describe privacy as primarily a technical issue where their responsibility is limited merely
to monitoring the protocols and the transfer methods. This is a preferred path leaving the issues of
security to the telecom operators, regulators and users. Issues such as security could be well covered in
this approach, but a latent risk is to ignore legal issues, as well as some key actors, even the users, and
considerations such as individual attitudes and social norms.
Another set of specialists is primarily concerned with the legal aspect of NFC. For them to take a legal
approach is to establish a preferred framework for regulation, but at the moment there is no law that
considers NFC, and it may be years before relevant regulatory guidance emerges. When regulations do
emerge, early entrants into this market may be punished for not adequately considering privacy and
security. Alternatively, the regulation may emerge too late to have any significant impact on the
technology practices and services.
Analyzing privacy requires us to heed technological and legal changes, monitor information flows and
all the implicated institutional actors. Importantly, however, our proposed analytical approach lets us
include the individual, whether regarded as a citizen, consumer, or data subject. Including the
individual is not necessarily a novel approach. Marketing research and human-computer interaction
researchers have long considered the individual and/or the user and adoption dynamics. Within a
privacy research approach, however, the user is an individual who is legally protected as a citizen and a
consumer.
It is useful to differentiate between the individual’s intended actions and their actual behaviour induced
under certain conditions. Legal protection may not always be adequate to prevent the infringement of
the user’s privacy. Many perfectly legal agreements are digitally signed and entered into without being
viewed or understood. Even more traditional privacy analyses need to be updated to consider the
relationships among institutions that our approach to NFC implementations reveals. One of the leading
techniques for analyzing privacy in a setting is a privacy audit. A privacy audit is applied traditionally
to organizations that have specific and well-established legal requirements, and in turn, the privacy
audit will ascertain whether information in that organization is processed in accordance with the law. It
is very much a test of compliance within an organizational setting. It is therefore inappropriate for
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applying to a context where the legal regime is not yet explicit about an innovation and when the
innovation itself is in a formative stage.
Many privacy experts recommend applying a recent, structured technique for assessing privacy within
such unstructured environments: the privacy impact assessment (PIA). These are emerging as a best
practice in many countries and settings, and are required by law in others (e.g. the U.S. Federal
Government has required PIAs for all new government systems since the E-Government Act of 2002).
This allows analysts to understand better how the system was designed to consider privacy through
minimal processing of information, where the control is been excised, how this control can be with the
well understood implications, and how consent is managed and adhered to. It can also define for many
possible cases guidance rules for dealing with accountability and tussles that will emerge from the NFC
business models.
PIAs are not easy. They take time and other resources. They require expertise and attention, and often
coordination across federated services. Just as app stores have found problems in ensuring that all
applications have privacy policies, it will be difficult to ensure that every stakeholder in a process has
considered privacy and is accountable with regards to privacy law. Regulators will likely reach for
PIAs as a first resort, as it has been applied already to RFID technologies. This may cause much delay
and consternation in the deployment of NFC.
The alternative is to design privacy into the use of NFC right down to how the identifiers are managed.
Business models will have to consider privacy in the way they approach the processing of personal
information. If done properly, NFC will spur new forms of innovation. If not, it could be stunted and
diminished over time.

9. Conclusions
Information that is recorded and stored by different NFC stakeholders ought to be bounded by a
contractual obligation of a “last use by date for data”. Certain NFC services require storing data for
shorter periods of time than others, or they might not require stored data at all. By establishing a
maximum time for storage of data that is economically sustainable within the business model there will
likely be benefits in reducing potential fraud and violations of the privacy rights of consumers. This
must not only be done in the form of a policy principle. Rather, auditable statements must be provided,
backed up by technological design, with serious penalties applied for failing to adhere to their claims.
New business models consider aspects not usually taken into account (e.g. social networking, gift
exchange, rating services). In figure 4 we have used a 2x2 matrix to express the variations and
expectations between security and total transaction value. Some transactions, by their nature as, for
example high value and highly private exchanges will not be done electronically (as in the top right
corner of the diagram). Other transactions, needing some security but of relative low transaction value,
might require layers of authentication. These extra layers of security will be enabled though digital
devices. Examples are NFC payments to vending machines or to collect tickets.
There are other NFC transactions that might have a low level of transaction value but will be regarded
highly in terms of practical identity or identity formation, or for their use of social networks, hence
higher levels of authentication and security are needed. Using such criteria, participants in the market
can create a toolkit to identify best practices for NFC adoption based on international comparisons.
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Figure 4: NFC Security and Business Opportunities
Many consumer concerns have not yet been addressed by the current providers of NFC services. Clear
guidelines need to be provided about the procedures for registering complaints and for rectifying
violations. This outlook will be more complicated when mobile based e-wallets become popular
features, when more people make use of multiple authentication features and when there is access to a
large number of different kinds of funding source such as credit cards, banks, and semi-formal loan
facilities.
Additionally it is necessary to understand the social effects of large scale implementation of any type.
Analysis of how changes in regulation might encourage or inhibit innovative business models and
social practices need to take into account this delicate balance.
The governance of the NFC system comprises multiple stakeholders, some of them obtaining
significant control over the potential market of NFC services and applications. Coherence and
consistency are required as users become familiar with new ways of deploying NFC. If one NFC
interaction varies significantly from another, while obscuring the levels of protections and
invasiveness, then the entire system is poorly served and the technology can become maligned.
Greater cooperation is required amongst stakeholders to resolve practices for interfaces, minimise legal
ambiguities, and to come to agreement on best practices in the issuance and validation of cards. While
the industry pays considerable attention to this at hardware and software levels they have not taken into
account the business significance of it in relation to how to handle the multiple identities and models of
services.
This recommendation does not affect current payment systems in place to deal with the validation of
transactions. However, it is highly likely that some institution will, at some time in the near future,
have to be responsible for deciding which third parties can or cannot participate in the NFC system by
issuing and validating ‘cards’.
To conclude, it is not so simple to say that NFC is inevitable because of its widespread use. Nor is it
inevitably going to expand because key market players have decided to include the technology within
their devices and services. But as we have seen with transport, the potential for NFC is immense and
may yet challenge some of the well-established market participants and provide new and fertile
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grounds for business and trade. NFC, if deployed well, like many innovations, has much to offer.
However, the risks to personal privacy must be addressed. This is not only to protect against
surveillance. It is essential in order to ensure that there is confidence in the marketplaces that may yet
emerge with widespread use of NFC.
The debate on privacy and technology typically polarises into technology advocates who stress the
virtues of promoting innovation in conflict with those who emphasise privacy seemingly at the expense
of effective, novel applications. We need a deeper coordination of these features and we can have both
without succumbing to positions that undermine either one of them.
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